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IS YOUR DATA

EXPOSED ON

THE DARK WEB?

LET'S FIND OUT BEFORE
SOMEONE ELSE DOES.

Protect your business and employees from dark web threats such as stolen credentials,

financial information, an d more.

BreachlD empowers you to act before it’s too late.

400+ 32+ 900

BILLION BILLION MILLION
Recaptured Assets Emails & Plaintext Malware Rec
Passwords
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DARK

The dark web is a hidden part of the internet where cybercriminals buy, sell, and
trade stolen data, like your passwords, email logins, and financial information.

It's not searchable on Google or visible in your browser, but it's where your
company’s risks can silently grow.

MATTER?

When your data is exposed on the dark web,
the risks can include:

* Hacked accounts:
Cybercriminals use stolen logins to break into your systems.
* Customer trust erosion:
Customers lose frust fast after a breach.
* Costly downtime:
Attacks can freeze operations and drain resources.
* Ransomware lockdowns:
Lleaked logins are a common doorway for ransomware.

Cybercriminals don't just sell stolen data—they exploit it. The source of
the exposure is key in determining the cause and potential aftack vectors,
allowing you to understand how and why your data was compromised.
Without this context, businesses remain reactive rather than proactive.

Recent trends underline these dangers. Ransomware has surged with 92%
of organisations affected by ransomware in the past year, and 62% of
those hit ended up paying a ransom, with demands often exceeding

$1 million (average ~$4.3M).
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& Cyber Insurance

Cyber insurance providers are requiring companies to be more proactive in their cyber defense, often demanding

proof of strong security measures before offering coverage. Insurers now assess how well an organisation can

detect and mitigate threats, and businesses that fail to demonstrate proactive security may face higher premiums or

reduced coverage options.

BreachlD direcily complements these evolving requirements by providing continuous dark web monitoring,

exposure insights and audit-ready reports.
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breachlD

Knowing your users’ leaked credentials could save your business.

BreachlD is o proactive dark web monitoring solution designed to defect and address breaches before

they escalate.

BreachlD enables you to investigate potential breaches, assess risks, and take proactive steps such as
locking down accounts and resetting passwords to mitigate impact before further exploitation occurs.

Additionally, BreachlD detects info stealer malware infections, identifying:

* Compromised machines
* Infection timestamps
* Host system details

* Malicious executables responsible for credential theft

By uncovering these infections early, BreachlID enables rapid isolation of affected devices, malware
removal, and prevention of further data theft.

C-Level Protection:
BreachlD delivers executive-
level cybersecurity infelligence,
enabling C-suite leaders to make
informed security decisions.

Exposure Hunting:

BreachlD monitors publicly
accessible sources, as well as the
deeper, hard-to-reach layers of
the dark web where compromised
credentials and business data may
be exposed.

L

Compromised Credential
Monitoring:

BreachlD continuously scans for
compromised credentials linked to
your organisation.

Automatic Alerts for
compromised accounts:
BreachlD continuously monitors the
dark web for exposed credentials
and alerfs organisations when
accounts linked to their company
are found in data breaches.

Cyber Threat Intelligence:
Beyond detecting leaks, BreachlD
provides deep cyber threat
intelligence by analyzing the
nature and origin of breaches.
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WHAT SETS

breachl® Apart?

Many organisations lack the resources to continuously scan for compromised credentials due to the high cost,
complexity, and manual effort involved in traditional dark web monitoring.

BreachlID simplifies this process by handling the heavy lifting, saving businesses time, money, and effort - while

offering an enterprise-grade solution at a fraction of the cost.

KEY

FEATURES

© Source of Exposure Insights:
Know exactly how your data was exposed and what
actions to take.

A Actionable Intelligence:
More than just alerts. BreachlID provides contfext, risk
assessment, and clear response sfeps.

@ Sscalable Protection:
Whether you're a small business or enterprise,
BreachlID scales with your needs.

™ support for Compliance & Cyber Insurance:

W Breach Alerts:
Get notified instantly when your data appears
in a new breach on the dark web. Stay ahead
of cyber threats with real-time alerts.

e Expert Support:
Cyber specidlists help analyze breaches and
provide response guidance to ease the burden
on your IT team.

¥ Cost-Effective Security:
Get advanced dark web monitoring without
enterprise-level costs.

BreachlD helps organisations strengthen their security posture with audit-ready breach defection and
reporting, aiding compliance efforts and supporting cyber insurance requirements.

¥ Customer Credential Exposure:

Not every risk comes from inside your organisation. Customer Credential Exposure detects when login details
belonging fo your customers—used on your portal or platform—are found on the dark web. Even if they
weren't breached through your systems, their stolen credentials can still give attackers access. BreachlID
helps you catch these threats early and protect both your platform and your reputation.

BreachlD bridges the gop between enterprise-grade dark web monitoring and accessible,
affordable protection. By knowing the “where, how, and what” of an exposure, you can act

decisively—before threats turn into full-blown attacks.

See the unseen. Secure the known. Act before it’s too late.

e
T
e



breach!D

see the unseen. secure the known.

PRICING

BreachlD is o proactive dark web monitoring solution designed to safeguard your business. It doesn't just
alert you to threats — it provides the tools and expert support needed to address them before they cause harm.

Spark

Small businesses (e.g startups,

small teams)

R1,495

Billed monthly (incl. VAT)

a 50 Breached Emails

Covers up to 50 unique
email addresses exposed in
security breaches.

-’5:- 2 Domains
Number of monitored
domains.

Beacon

Medium-sized businesses
(growing companies with multiple
domains)

R4,830

Billed monthly (incl. VAT)

; 200 Breached Emails
Covers up to 200 unique
email addresses exposed in
security breaches.

é=% 5 Domains
Number of monitored
domains.

Lumen

Enterprise businesses (Best for
organisations with customer
portals & high-volume logins)

R8,050

Billed monthly (incl. VAT)

; 500 Breached Emails

Covers up to 500 unique
email addresses exposed in
security breaches.

--:- 10 Domains
Number of monitored
domains.

Every Plan Includes

All the features you need to protect your business.

Daily dark web scans of your domain

Identify leaked customer and employee credentials

Get alerted on newly discovered breach records

Collaborate, assign, and track breach resolutions

Download or schedule breach reports for your business domains
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WHICH PLAN IS

v/ Spark

Ideal for small businesses with up to two domains and 50 unique Breached Emails. Includes daily dark web scans,
web-based reporting, breach tracking, and Customer Credential Exposure. Perfect for startups and small teams
looking for entry-level protection.

Example: If example@acme.co appears in 30 breach records, it is counted as one Breached Email toward

your plan limit.

v/ Beacon
Best for medium-sized businesses managing up to five domains and 200 Breached Emails. Offers daily dark web
scans, downloadable PDF reports, breach tracking, Customer Credential Exposure, and access to our support desk.

Ideal for companies that need active monitoring across multiple domains with enhanced support.

v Lumen
Designed for enterprise-level businesses, especially those with high login volumes or customer portals. Supports up to
10 domains and 500 Breached Emails. Includes breach tracking, Customer Credential Exposure, up to five breach

investigations per year, and both support desk and telephonic assistance for rapid response.

v Large Enterprises (Custom Solutions)
If your organisation exceeds Lumen'’s limits (10 domains or 500 Breached Emails) or needs broader coverage, our
custom enterprise solution is built for you. We offer tailored monitoring, extended breach visibility, and advanced

breach response.

Contact us to build a solution that meets your security and compliance requirements.

THE RISKS OF

STAYING IN
THE DARK

Without monitoring, your business is left vulnerable.
With BreachlD, you can take control of your data security
and stop threats before they escalate.

N
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READY TO
SECURE YOUR
BUSINESS?

Sign up for BreachID today.

/N

= www.iph.io

¥ support@tph.io

L 27 (0)11 593-0601

who we ARE!

Established in 2010, The Packet Hub team combines over
30 years of market experience in building, deploying,
and managing open-source solutions centred around
connectivity management, network architecture and
online security.

We are driven by the idea of working with customers,
suppliers, and technology partners to bring innovative
technology solutions to market, enabling online security
and enhancing connectivity management.

PERSONAL. INVENTIVE. CREATIVE.

FOR MORE INFORMATION VISIT = &&svww.iph.io.

NETWORKING SOLUTIONS

©000

auth profect mail atom

L thepackethub

Personal. Inventive. Creators.

PERSONAL. INNOVATIVE. CREATIVE.
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